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KagomkuHCKOro MyHMIMNAJIBHOIO paiioHa
Pecny0smxun MopaoBust

IIpuka3s
ot 07 mass 2025 roga Nel05

O nopsiake HCNOJIL30BAHNS HA TEPPUTOPHUHU
0o0pa3oBaTe/IbHOI OPraHU3aLMU NMEPCOHATBHBIX
YCTPOMCTB 00y4YaIOIIMXCsl, MMEKIIMNX
BO3MOKHOCTH BbIX0/1a B ceTh «AHTEepHeT»

Cornacano ®deaepanbHoMy 3akoHy oT 29 nekadps 2010 r. Ne436-D3 "O 3ammure nerei
oT uHpOpMaIUHU, TPUUUHSIONIEH Bpea MX 370pOBbI0 U pa3BuTHio", DenepaabHOMY 3aKOHY OT
29.12.2012 Ne273-®3 "O6 ob6pazoBanuu B Poccuiickoit denepanuun”, ¢ y4eTOM METOIUYCCKUX
PEKOMEH/IAlU IO OTPAaHUYCHHUIO B 00Pa30BATEIbHBIX OPraHMU3AIMSIX JOCTYIA 00YJArOIIUXCS K
BUJaM MH(POpMAIUH, paCIpOCTpaHsieMoi nmocpeacTBoM cetu "VHTepHeT", mpuuuHSIONIeH Bpes
37I0pOBBI0 U (WJIM) PAa3BUTHUIO JIETEH, a TAaKKEe HE COOTBETCTBYIOUIEH 3ajauaM 0Opa3oBaHUA,
(Muno6puayku Poccun mucbmom ot 28.04.2014 NeJ[JI-115/03 u ot 7 utonst 2019 roma NeO4-
474) B uemsx oOecnedyeHHsl ICUXOJOTHYECKU-KOM(OPTHBIX YCIOBUI 00pa30BaTEIbHOIO
mpolecca, 3allMThl TPa)XJaHCKUX IpaB BCEX YYACTHUKOB 00pa30BaTENIbHOTO Ipolecca:
oOyJaromuxcsi (BOCIMIUTAaHHUKOB), POAMUTENICH (3aKOHHBIX TPEJCTABUTENEH), MEJarorop u
COTPYJIHUKOB

I[MTPUKA3BIBAIO:

1. Bcem menmaroram u pabotukam MDBOYVY «Jlateimosckas COIL» (manee — Illkouna)
o0ecrevnTh 3amuTy OOydYaromuXcsl OT BUJIOB HETaTUBHON HWHQOpMAIWMH TSl O0YYarOIIUXCs
MOCPEACTBOM CUCTEMBI KOHTEHTHOH (DUIIBTpAllMU NP BBIXOJE B ceTh «/HTepHET» Mpu J0CTyIe
k cetu «HTepHeT» n3 KOsl

2. 3ampeTuTh WCIONB30BaHUE TEPCOHANBHBIX YCTPOWCTB OOYYaIOUIMXCSA, HMEIOIINX
BO3MOXXHOCTh BBIXOJIa B ceTh «HTepHET» Ha TEPPUTOPHH IIKOJIBI HA CAWTHI, TPHUUHSIONINE
BpEJI 3I0POBBIO U PA3BUTHIO, a TAK)KE HE COOTBETCTBYIONIHNE 3a/1a4aM 00pa30BaHHUS.

3. OtBercTBeHHOMY 3a oOecreueHne Oe3omacHOTO Joctyna kK cetd  «HTepHeT™
pPa3MeCTUTh HMHCTPYKIIHIO JIJIs1 00y4aronuxcs mo odecrneuyeHno nHHOpMaImOHHON 06e30MacHOCTH
IIPH UCTIOIB30BaHUM ceTH «VHTepHeT» i pa3MenieHus B y4eOHBIX KaOWHETaX, B KOTOPBIX
OCYIIECTBIIAETCS A0CTyM B ceTh «MHTepHEeT ([Ipriokenue Nel)

4. KiaccHbIM pyKOBOAMTENSIM:

— TpoBecTH Oeceqpl ¢ 00YYAOIMIUMUCA U POJUTENSIMUA O OE€30MaCHOM HCIOIb30BAaHUH
MOOUIIBHOU CBSI3U U ceTH «VIHTepHEeT», O 3ampeTe MCIOJb30BaHUS HAa TEPPUTOPUU
IIKOJIBI TIEPCOHATBHBIX YCTPOMCTB 0OYYAIOIINXCS, UMEIONUX BO3MOYKHOCThH BBIXOJIa
B ceThb «/HTepHeT» Ha TEPPUTOPUHM IIKOJBl Ha CAWThl, TPUUYUHSIONINE Bpe
3JI0POBBIO M PA3BUTHIO, a TAK)KE HE COOTBETCTBYIOIIUE 3a7a4aM 00pa30BaHMUS;

— O3HAKOMHTH POJUTENEH U O0YUYAIONINXCS C HACTOSAIIUM MPUKA30M;

— o0ecneunTh TIOJNIyY€HHWE COTJIacUsi poJuTeNeld (3aKOHHBIX TMpEICTaBUTENEH)
0o0ydJaromuxcsi O CHSATUM OTBETCTBEHHOCTH C pykoBogutens OY B ciydae
NpeOCTaBIICHUS CBOeMy peOeHKy maHHoro ycrpoiicrBa ([Ipunoskenne Ne2) B cpok
10 15.05.2025 r.

5. KoHTposb ncnoHeHus JaHHOTO MpUKa3a OCTaBIISIIO 32 COOOM.

Hupexrop r ~
MBOY «JIateimosckas COIL» LOKYMEHKaIpARMEAH. A.
QNIEKTPOHHOWM NOAMUCHLIO

CepTudmkat: 6B01116AAFB7C6AC69691A4ECA879456
Bnapeneu: KagpsikoBa TatbsiHa AHaTonbeBHa
DencteuteneH: ¢ 11.04.2025 oo 05.07.2026
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[Tpunoxenue Ne 1
k mpukazy Nel05 ot 07.05.2025 r.

NucTpykuus 1Jist o0yyarommxcsi mo ooecrnedeHu0 HHGOPMANUOHHON 0€30MaCHOCTH NP
HCNO0Jb30BaHNU ceTH « AHTepHe) 11l pa3MelleHusl B y4eOHbIX Ka0MHeTaX, B KOTOPbIX
ocyliecTBJsieTcs A0CTyN B ceTh «AHTepHeT»

C KaxIbIM TOJOM pacTeT KOJIMYECTBO AaKTUBHBIX Mojb3oBareneil MurepHera. Mexay TeMm,
MOMHMO OTPOMHOTO KOJIMYECTBa BO3MOXKHOCTEH, MHTepHET HeceT M mpoOiembl. JTa maMsarka
JOJIKHA IOMOYb TeOe Oe30IMacHO HAXOIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnbroTepHslii BUPYC - 3TO Pa3HOBHUJIHOCTb KOMIIBIOTEPHBIX IIPOIpaMM, OTJIMYUTEIBLHON
OCOOCHHOCTBIO KOTOPOHM ABIISETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO. B [omonHeHue K 3TOMY,
BUPYCBHI MOT'YT TIOBPEIUTh HJIU TIOJTHOCTBIO YHHUTOXHUTH BCE (DAIbl U JTaHHBIE, TOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT KMEHH KOTOpOro ObuIa 3amylieHa 3apakeHHas MporpaMma, a TaKke
MOBPEINUTh WIN JaK€ YHUUYTOXXHUTH OIEPALMOHHYIO CHCTEMY CO BceMH (aiimamu B 1eioM. B
OOJIBIIMHCTBE CIIY4aeB PaCIpPOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTOI[BI 3al0UTHI OT BPECAOHOCHBIX ITPOIpaMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMEIOIUE CEPbE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;
2. [locTrosiHHO ycTaHaBiuBai natdyu (UM(POBbIE 3aIUIATKU, KOTOPbIE aBTOMATHYECKU

YCTaHABIIMBAIOTCS C ENBIO JIOPAOOTKH MPOTPaMMBbl) B IPYTHe OOHOBIICHHS CBOSH OIEepariiOHHOMN
cuctembl. CkaunMBail X TONBKO ¢ oduIManbHOrO caifta paspaborunka OC. Ecnu cymectByeT
pPEeXUM aBTOMATUYECKOT0 OOHOBJICHHUSI, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IMOJ MpaBaMH MOJIb30BaTElNs, a HE aAMHUHHUCTPATOPA.
OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HWHCTAUTMPOBATHCS HAa TBOEM
MEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE MPOTPaMMHbIE IPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpanuyb GU3NYECKUI JOCTYI K KOMITBIOTEPY JIJIsl TIOCTOPOHHUX JIUIL;

6. Hcnonb3yit BHEIIHME HOCUTENU MHPOpMalUK, Takhe Kak (ienka, AMCK 1 ¢ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (aiiibl, MONTyYE€HHbIE M3 HEHAJEKHBIX HCTOYHHMKOB.

Jaxe Te Qailnipl, KOTOpblEe MpUCTal TBOM 3HAKOMBIN. Jlyurie yrouHu y Hero, OTHpaBiIsi JIM OH
Te0e UxX.

Cerun WI-FI

Wi-Fi - a0 He By nepenayun JaHHBIX, HE TEXHOJIOTHSI, a BCEro JHIib OpeHa, Mapka. Emie B 1991
roly HUAEpiaHJckas KomnaHus 3apeructpupoBana Opena "WECA", uyro o6o3Hauyano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcs kak "6ecrpoBoiHas TOYHOCTH'.

Jlo Hamiero BpeMeHH Jolnia Ipyras adOpeBuarypa, KOTopas sSBISETCS TaKOH K€ TEeXHOJOTHEH.
Orto ab6pesuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIECH
3BykoBoil TexHuku Hi-Fi, uto B mepeBose o3HavaeT "BbICOKas TOYHOCTH'.

Ja, OecriaTHBI WHTEPHET-AOCTYN B Kade, OTeNsIX W adpomoprax sSBISETCS OTIWYHON
BO3MOYKHOCTBIO BBIXOJ[a B HHTEpHET. HO MHOT'HE AKCIIEPThI CUUTAIOT, YTO 00Iea0cTynHbIe Wi-Fi
CETH HE ABJIAIOTCA OE€30IIaCHBIMHU.

CoBeTsl 110 6e30M1acCHOCTH PabOTHI B 001en0ocTymHbIX ceTsix Wi-fi:

1. He mepemaBait cBoro nmunyio wHpopmanuio yepe3 oOmenoctynubie Wi-Fi cern.
Paboras B HuX, ’KenaTeabHO HE BBOAUTH MApPOJIH JOCTYIIA, IOTHHBI M KaKHe - TO HOMepa;
2. Hcnonbe3yit 1 0OOHOBIISIH aHTUBUPYCHBIE MPOrpaMMbI M OpaHaMayep. Tem cambIM Thl

o0e3onacuiib ceds 0T 3aKaYKU BHUPYyca Ha TBOE YCTPOUCTBO;



3. [Ipu wucnons3oBanuu Wi-Fi otkmioun dyakumuo "OOmmit moctynm k (aitiam u
npuntepam". JlanHas (QyHKIMS 3aKpbiTa MO YMOJTYaHHIO, OJHAKO HEKOTOPBIE IOJIb30BATEIH
aKTHBUPYIOT €€ JUIsl yI00CTBa MCIOJIb30BaHUs B paboTe K y4eoe;

4, He ucnonp3yit myomuunsiii WI-FI s mepenaum JUYHBIX JTaHHBIX, HApUMEp AJIS
BBIX0/Ia B COIIMAJIbHBIC CETH MJIM B AJICKTPOHHYIO MOUTY;

5. Hcnonp3yil Tosnbko 3amuiieHHoe coenuHenue uyepes HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOwibHOM Tenmedone ortkmoun  QyHkumoo  "Tloakmouenne k- Wi-Fi
aBToMaTruecku". He momyckaii aBToMaTn4eckoro moakiIoueHus ycrpoiictsa k cetssm Wi-Fi 6e3
TBOETO COIJIAcHsl.

CoumnajabnHble ceTH

ConmanbHple CETH aKTHUBHO BXOJSAT B HAIy JKW3Hb, MHOTHE JIOAM pabOTAalOT M JKUBYT TaMm
noctossHHO, a B Facebook yxe 3apernctpupoBaH MHUIMAp[ 4YeJIOBEK, YTO SIBISETCS OJHOM
CeIbMOM BCeX JKHUTEJeH IUIaHeThl. MHOTHE TMOJb30BaTENd HE MOHMMAIOT, YTO WH(OpMalus,
pasMelleHHas UMH B COLMAJIBHBIX CETSAX, MOXKET ObITh HaiiieHa U UCIIOJIb30BaHa KEM YrOJHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 O€30I1aCHOCTH B COLUAIBHBIX CETSX:

1. Orpanuyb crnucok Jpy3eid. Y Tebs B APY3bsIX HE MOMKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JTIOJICH;
2. 3amumniail CBOI YacTHYIO XU3Hb. He ykasbiBail maponu, TenedoHbl, aapeca, aary

TBOETO POXKACHUSA U JIPYTyIO JUYHYIO WH(OpMALUIO. 3IOYyMBIIJIEHHUKA MOTYT HCIOJb30BATh
Jake HH(OOPMAIIHIO O TOM, KaK Thl U TBOU POJUTENH IIAHUPYETE MTPOBECTH KAHUKYJIBI,

3. 3amuiaii CBO0 pemyTaIuio - AePKH €€ B YMCTOTE U 3a/1aBail ce0e BOIIPOC: XOTelN Obl
ThI, YTOOBI JPYTHE TOJIb30BATEIM BUJICIH, YTO ThI 3arpyxaemb? [logymai, mpexae 4eM 4To-TO
OIMyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu ThI roBOpHIL C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE pEajbHOE
UM U JPYTYIO JUYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEIbCTBA, MECTO Y4eObl U MpoYee;

o. N3beraii pasmenienus ¢ororpaduii B UaTepHeTe, riae Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OIIPEAEIIUTH TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructpanuu B colMaibHONU CETH HEOOXOIMMO UCIOIB30BaTh CIOXKHBIE MAPOJIH,
cocToslIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. Jlig conyanbHOM ceTH, MOYTHl U JAPYrUX CaliTOB HEOOXOAMMO HCIOJIb30BaTh pa3HbIE

naponu. Torna eciau TeOsl B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIYYaT JOCTYII TOJBKO K OJHOMY
MECTy, a He BO BCe Cpa3sy.

DJIeKTPOHHBIE IeHbI'H
ONEeKTPOHHbIE JEHbIW - 3TO OYEHb YJNOOHBIM CcHocod maTexed, OIHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

3J'I€KTpOHHBI€ JCHbI'M MOABHUJIIMCH COBCEM HCIAaBHO WM HWMCHHO H3-3a OTOr0O BO MHOI'HX
rocyaapCTBax A0 CHUX IOP HE NPOMHCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (yHKIIMOHUPYIOT U O HUX YK€ IMPOIMKCAHO B 3aKOHE, TJIe UX Pa3JeistoT Ha
HECKOJIBKO BHJIOB - AaHOHHMHBIE U HE aHOHHMMHBLIE. Pa3HHUIIa B TOM, 4YTO aHOHHMHLIE - OTO T€, B
KOTOPBIX pa3peliaercs MPOBOAWTH omepanuu 0e3 HISHTHU(PHUKAIUU [OJh30BaTeNsi, a B
HEaHOHUMHBIX UJICHTU(DUKAIUS TTOJTH30BATENS SBIISETCS 00s13aTEIBHOM.

Taxoke cinenyer pa3auyaTh JIEKTPOHHBIE (hUaTHBIE AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(pUaTHbIE NEHBIM (HE paBHbBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM PabOTE C HNEKTPOHHBIMH JEHBIAMHU:
1. [TpuBsku K cueTy MOOMIBbHBINA TeaedoH. DTO caMblil yIOOHBINH U OBICTPBIM crIOCcO0
BOCCTAHOBUTH JIOCTYNl K cueTy. IlpuBs3aHHBIA TenepoH NOMOXET, eciu 3abynaellb CBOM
MJIATEKHBINA MapOJIb WU 3aiiIeNIh Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonp3yit ogHopa3oBbie maponu. [locne mepexona Ha YCHICHHYHO aBTOPH3ALMIO
Tebe yKe He OYJeT yrpoKaTh OMACHOCTh KPAXKU HIIK TIepexBaTa IJIATeKHOTO MapoJis;

3. Bribepu crnoxueiii mapoinb. IlpectymHukam OyaeT HE MPOCTO YraiaTh CIOMXKHBIN
napoib. HangesxHble maposm - 3TO Maposid, KOTOpbIE COJEp)KaT HE MeHee 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIC M NMPOMKCHBIE OYKBBI, (Pl U HECKOIBKO CHMBOJIOB, TAKUE KaK
3HaK JI0Ju1apa, pyHTa, BOCKIUIATENBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.

DJIEKTPOHHAs 1OYTA

OJNeKTpOHHAas MO4YTa - 3TO TEXHOJIOITUA M IPEeJOCTaBiIIEMble €0 YCIYTd IO IEpPechUIKE U
MIOJIyUYEHHUIO 3JIEKTPOHHBIX COOOIIEHMM, KOTOpPBHIE DACIPEAEISAIOTCS B KOMIBIOTEPHOM CETH.
OO0bI14HO 3JIEKTPOHHBIN IOYTOBBIA  ALIMK BBIMJSIIUT ~ CIIEAYIOILUM obpazom:
UMs_TIONIb30BATEeISI(@UMsL_JoMeHa. Takke KpoMme TMepelayd MpOCTOTO TEKCTa, HMMEeTCs
BO3MOKHOCTb IlepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 0€30IMMacHON paboTe ¢ IESKTPOHHOM TTOUTOM:

1. Hano BbIOpaTh mpaBUIIbHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlIe TOBEPSTHh T€M, KOrO 3HAellb M KTO MEPBBIHA B
peuTHHrE;

2. He ykasbiBail B IM4HOM moure JuuHyo MHGopmauuio. Hanpumep, jiydiie BIOpaTh
"My3bIKanbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Vcnonb3yit 1ByX3TalHy0 aBTOPU3ALMI0. JTO KOTAa IOMUMO Mapojisl HY>KHO BBOJIUTD
KO/, IpUChIIaeMbIi 1o SMS;

4. BeiGepu crnoxHblii mapoib. i KaXJ0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HaJCKHBIH, YCTOWYMBBIN K B3JIOMY I1apOJIb;

S. Ecnu ecTb BO3MOXKHOCTh HalMCcaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MCIOJIB3YH 3Ty
BO3MOYKHOCTH;

6. Hcnonb3yil HECKOJIBKO IOYTOBBIX SINMKOB. IlepBbIi A yacTHOM mHepenucku ¢

azpecataMu, KOTOPBIM Thl JIOBEPSCIIb. DTO JJIEKTPOHHBIN agpec HE HaJA0 HCHOJb30BaTh IPHU
peructpanuu Ha popymax U carTax;

7. He otkpeiBail Qaitibl u apyrue BIOXKEHUS B MHCbMAax, Ja)Xe €CIM OHU HPUIUIM OT
TBOMX Jipy3el. Jlydie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl;
8. [Tocne okoHuaHUs pabOTHI HA TOUYTOBOM CEPBHCE MEPE 3aKPHITUEM BKJIAJKH C CAHTOM

He 3a0y/1b HaXaTh Ha "Beiidtu".

Ku6epOy uIMHT WM BUPTYAJIbHOE U3/1€BATEIbCTBO

KubepOynnuHr - mpecienoBaHue COOOIICHUSIMHU, COJEPKAIMMU OCKOPOJIECHUS, arpeccuio,
3aIyruBaHue; XYJIUTaHCTBO; COIMATbHOE OOWKOTHPOBAHHE C MOMOIIBI0 PAa3TUYHBIX HHTEPHET
CEpPBHUCOB.

OcHOBHBIE COBETHI 10 60pbOE ¢ KNOEPOYITMHIOM:

1. He Opocaiicst B 60#. Jlydmmuii cmoco0: mOCOBETOBATHCS Kak ce0si BECTU M, €CJIM HET
TOTO0, K KOMY MOXHO OOpaTUThCS, TO BHayajle yCHOKOUThCS. EcamM Thl HauHelmb OTBevyaThb
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €IIle OOJIbIIe pa30XkiKeIlb KOH(IUKT;

2. Ympasisii cBoelt kubeppemmyTanuei;

3. AHOHUMHOCTh B ceTu MHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOHUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuii oOpa3 BUpTyasibHOM ku3HU. IHTepHET ukcupyer Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Coburoait CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHUYHBIN HeraTus. OIHOPa30BbIe OCKOPOUTEIHHBIE COOOIIEHHS Ty4Ile
UrHopupoBaTh. OObIUHO arpeccusi NpeKpanaeTcs Ha HauaabHOU CTaauu;

7. Bban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATBHBIX

CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU COOOIICHH C ONPECIICHHBIX aJIPECOB;



8. Eciu Te1 cBuzmerens kubepOyminHra. TBouM JeMCTBHS: BBICTYNHTH IPOTUB
mpecieaoBaTens, Moka3arb €My, 4YTO €ro AeMCTBHUsS OIIEHMBAIOTCS HETaTUBHO, MOAJAEPKATb
KEpPTBY, KOTOPOW HYXHAa ICHUXOJIOTHYECKas TIOMOIb, COOOIIUTH B3pOCIBIM O (aKTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOunbHbIi TesiedoH

CoBpemennble cMapT(HOHBI U IUIAHIIETHI COJEPKaT B cede BMOJHE B3pOCIbIA (QYHKIHMOHAT, U
TENeph OHU MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMH KomIibloTepamu. OIIHAKO, CPElCTB
3alIUTHl U MOAOOHBIX YCTPOWCTB IMOKa O4YeHb Mano. TecTHpoBaHME U MOMCK YS3BUMOCTEH B
HUX TMPOMCXOJUT HE TaKk WHTeHcwBHO, Kak mius IIK, To ke camoe kacaeTcss M MOOWJIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWIBHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OJHAKO
pacuupenue (pyHKIMOHAIA BIeUeT 3a OO0 OOJBIIYIO CI0XKHOCTh U MEHBIIYIO 3alIUIIIEHHOCTb.
Jlaleko He BCE TMPOM3BOAMTENIN BBITYCKAIOT OOHOBJICHHS, 3aKpPBIBAIOIINE KPUTUUCCKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 6€3011aCHOCTH MOOUITFHOTO TenedoHa:

Huyero He sBiseTcss mo-HacTosleMy OecIUIaTHBIM. bynb OCTOpOKeH, Beab Koraa Ttede
npeIaralT OeCcIIaTHRIA KOHTSHT, B HEM MOTYT OBITh CKPBITHI KAKUE - TO IUIATHBIC YCIYTH;
Hymaii, npexnae yeM otmnpaBuTb SMS, ¢oro miam Buaeo. Thl TOUHO 3Haellb, i€ OHU OYAYT B
KOHEYHOM uTOTre?

HeoOxonqumMo  OOHOBIATH  OMEpPAllMOHHYKD CUCTeMy TBoero cmaptdona; Hcmonbsyi
AHTUBUPYCHBIC TIPOTPAMMBI JIJIsI MOOMITBHBIX TeJIe()OHOB;

He 3arpyxaii mnpuioxeHHss OT HEUW3BECTHOTO HCTOYHHMKA, BeIb OHHU MOTYT COJEpKaTh
BPEIOHOCHOE MTPOTPaMMHOE 00eCIIeUeHHE;

[Tocne Toro kaxk Thl BBHIIEUIL C CaiiTa, T/Ie BBOAMI JUYHYIO WH(GOPMAIIUIO, 3aliI1 B HACTPONKHU
Opay3epa u ynanmu cookies;

[lepuoanuecku npoBepsi, Kakue MIaTHbIe YCIyTrd aKTUBUPOBAHBI HA TBOEM HoMmepe; [laBaii cBoit
HOMEp MOOMIIBHOTO Tesie(hoHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEPSCIIb;
Bluetooth momken ObITh BBIKIIOUYCH, KOTJa Thl MM HE MOJb3yelibcs. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAaCOUYHbIE, 3aXBaThIBAIOIINE Pa3BIICUEHUs], O0BEINHSIONINE
COTHH ThICAY YeNIOBEK 10 BceMy MHpy. Urpoku uccinenyroT JaHHBIM UM MUp, OOILAIOTCS APYT C
JIPYTOM, BBIIOJHSIOT 33JaHMsI, CPAXKAKOTCS ¢ MOHCTPAMM U IOJIyYalOT OMBIT. 32 YJOBOJIbCTBUE
OHH IUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT ADOHEMEHT MJIU NMPHOOPETal0T KaKUe-TO OIIIUH.

Bce atu cpenctBa MoyT Ha MOJJAEPKAaHUE U Pa3BUTHE UIPHI, a TaKKe HA caMy O€30MaCHOCTB!
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3AlMU, BBITYCKAIOTCS HOBBIE MaTud (UM(POBBIEC 3aIUIATKU
JUISL TIPOTpaMM), 3aKPBIBAIOTCSI YA3BUMOCTH CEPBEPOB. B MOMOOHBIX UTpax CTOMT ONacaThCsl HE
CTOJIBKO CBOMX COIIEPHHMKOB, CKOJBKO KpPaKM TBOErO MapoJjs, Ha KOTOPOM OCHOBAaHA CUCTEMa
aBTOpU3ALIUY OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MACHOCTH TBOET'O UTPOBOT'0 aKKAyHTa:

1. Ecnm napyro#t wurpok BemeT cels IJIOXO WM CO37MaeT TeOe HEMpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
2. [Toxamyiica agMUHHCTpaTOpaM UIPbl Ha IJIOXO€ IOBEACHHME JOTOTO HIPOKA,

JKEJIaTeIbHO MPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;
He yka3biBaii nuunHyto nHGopMauio B Ipo ¢aiiie urpsl;
VYBaxail Apyrux y4aCTHUKOB 110 MIPE;
He ycranaBnuBait HeopumanbHbIe TATIU U MOJIBI;
Hcnonb3y# c0KHBIE ¥ pa3HbIe apOJIy;

Jaxe BO Bpemsi WIpbl HE CTOUT OTKJIIOYaTh aHTHBUpPYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

No ok ow



OUIIMHT WU KPaXKa JHIHbIX TaHHbIX

OOBIYHOM Kpa)kedl JIeHer W JOKYMEHTOB CErOJHS Y€ HHUKOrO HE YIUBHIIb, HO C Pa3sBUTHEM
UHTEPHET-TEXHOIOTUI  3JIOYMBIIIICHHUKH TEPEMECTHINCh B HMHTEPHET, M  IPOJOJDKAIOT
3aHUMATHCS "MIOOUMBIM" JIETTOM.

Tak mosiBHJIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIKHT, TJIaBHAsS 1eJIb KOTOPOTO
COCTOHT B IMOJYYEHHH KOH(HICHIMAIBHBIX JaHHBIX MOJB30BATEIECH - JIOTHHOB W mapoieit. Ha
anrauiickom si3eike phishing guraercs xak ¢ummar (ot fishing -peionas mosms, password -

naposb).
OCHOBHBIE COBETHI 110 60PKOE ¢ PUIITHHTOM:
1. Crnemn 3a cBoMM aKkayHTOM. Ecimu Thl mojo3peBaeilb, 4TO TBOs aHKeTa Oblia

B3JIOMaHa, TO HEOOXOAUMO 3a0JOKUPOBATH €€ M COOOIIUTh aAMUHHUCTPATOpaM pecypca 00 3TOM
KaKk MOJYKHO CKOpee;

2. Hcnonb3yit 6e30macHble B€O-CAThI, B TOM YHCIIE, MHTEPHET-Mara3uHOB ¥ TTOMCKOBBIX
CHCTEM;

3. Hcnonb3yit cioxkHble U pa3Hble nmaponu. Takum oOpazom, ecnu TeOs B3IOMAOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJBKO K OJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te6s B3110Manu, To HEOOXOAMMO MPEAYNPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE

,I[O68.BJ'I€HI>I y TeOS B APYy3biaX, O TOM, 4YTO TEOS B3IOMAJIN H, BOBMO>XXHO, OT TBOCro HMCHH 6yz[eT
PacCblIaTHCA CIIaM U CCBLJIKM Ha (1)I/IIHI/IHFOBI)IG CaI\/JITH;

S. YcranoBu HanexHbIi aposib (PIN) Ha MOOUIIBHBIN TenedoH;
6. OTkir09M coXpaHeHue mapoJs B Opaysepe;
7. He oTkpbiBail (haiiyibl U JApyrue BIOXKCHHUS B MHUChMaX, JaXe €CIM OHU MPUIILIH OT

TBOMX Jipy3ei. Jlydie yrouHu y HUX, OTIIPABIISUIH JIH OHU TeOe 3TH (aiiibl.

Mudgposas penyrauus

[ludpoBast pemyramusi - 5TO HETaTHBHAs WJIM MO3WTHBHAs HH(poOpManus B ceTH o Tebe.
Komnpomerupyromas nHpopMmalnus, pa3MelieHHass B UHTEPHETE, MOXET CEepbe3HbIM 00pa3zoM
OTpasuThbCs Ha TBOEH peanbHOH ku3HU. "LlndpoBas pemyranus" - 5T0 TBOW MMHUDK, KOTOPBIA
dbopmupyercs u3 uHbopMauu o Tebe B UHTEPHETE.

TBoe MecTo XKUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorve mNOAPOCTKU JIETKOMBICIIEHHO OTHOCSATCS K MNyOJIMKauuu JUYHOM uHGOpManuu B
WHTepHeTe, HEe MOHMMAasE BO3MOXKHBIX MOCHEACTBUM. Thl Jake HE CMOXeEIb J0raJaTbCcs O TOM,
yT0 (poTorpadus, pa3merieHHas 5 JeT Ha3ajl, cTajla IPUYUHON 0TKa3a MPUHATH TeOsl Ha padoTy.
KommeHnTapuu, pazmenienre TBoux (otorpaduii u 1pyrue IeicTBUS MOTYT HE MCUE3HYTh Jlaxke
1ocjie TOro, Kak Thl UX yAaluiib. Thl HE 3Haellb, KTO COXpaHWJI ATy MH(pOpMalLlKIo, ronaaa Ju
OHa B IIOMCKOBBIE CHUCTEMbl M COXpaHMJAach JM OHA, a IJIABHOE: YTO MOJyMalwT O Tebe
OKpY’KaloIlMe JIIOJIU, KOTOpble HaWayT U yBUAAT 3T0. HaliTu MHpOpMaIMio MHOTO JIeT CIycCTs
CMOXeT 000l - Kak U3 JoOpbIX MOOYXAEHUH, Tak U ¢ HaMEpeHUEeM NPUYMHUTH Bpea. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 10 3alIUTE IHU(PPOBOI peryTaluu:

1. [Tonymaii, mpexxae yemM 4yTo-TO MyOJMKOBaTh M INepenaBaTh y ceOs B Ojore win B
COIIMAILHOM CETH;

2. B Hactpoiikax mnpodunas ycTaHOBH OrpaHMYEHHMs] Ha MPOCMOTP TBOETO
npodwis U ero CoAEP>KUMOro, C/Ieiai ero ToJIbKo " apy3en";

3. He pasmemaii u He yka3piBai uWHGOpPMAIUIO, KOTOpas MOXET KOro-Inbo
OCKOPOJIATH UM OOMXKATh.

ABTOpCKOE NIPABO

CoBpeMeHHbIC NIKOJBHUKHA - aKTHUBHBIE TOJIb3oBaTeNn LudpoBoro mpocrpancTBa. OmHaKo
JlaJIeKo He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMM BO3MOXKHOCTAMHU LU(POBOro MHpa TpedyeT
COOJIIO/IEHMSI ITPAB HA MHTEJIEKTYAJIbHYI0 COOCTBEHHOCT.



Tepmun  "WHTENJIEKTyalbHast COOCTBEHHOCTH" OTHOCHUTCS K  Pa3IMYHBIM  TBOPCHHSIM
YeJI0BEYEeCKOr0 yMa, Ha4MHas C HOBBIX M300peTEeHUI W 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTH
HAa TMPOAYKTHI W YyCIAyrd, M 3aKaH4YMBas KHUTramu, ¢ororpadusMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IPOU3BEJICHUS HAYKH,
JUTEpaTyppl U HUCKYyCCTBA. ABTOPCKHME IIpaBa BBICTYNAKOT B KayeCTBE TapaHTUU TOrO, 4YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT HalpacHbIM, JacT €My CIIPaBeIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ybTaTax CBOEro TPyAad, MOIYYUTh U3BECTHOCTb U IPU3HAHUE.
Hukrto ©06e3 paspemieHuss aBTopa HE MOXET BOCIHPOU3BOAUTH €ro  IMPOU3BENCHHE,
pacIpoCTpaHsTh, MyOJIMYHO AEMOHCTPUPOBATH, NIPOAABATH, UMIIOPTUPOBATh, IIyCKaTh B IPOKAT,
nyOJIMYHO WCIIOJIHATh, IIOKa3bIBAaTh/UCHONHATh B 3dupe wuim pasMemars B VHTepHere.
Hcnonb3oBanue "mupaTcKoro” mporpaMMHOI0O 00ecredeHusl MOXKeT IPUBECTH K MHOTUM PUCKaM:
OT IOTEPH AAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKM TBOEIO YCTpPOMCTBA, IJI€ YCTaHOBJIEHA
HelerajabHas nporpamma. He crout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JIETalbHbIE U OECIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MO>KHO HalTHU B CETH.

O noprane

YPOKIHPPBLP) «YpoK HUPPBl — YHUKATBHBIA 00pa30BaTEIbHBIN MPOEKT, KOTOPHIHA JaeT
BO3MO)XHOCTb ~IIKOJBHUKaM cO Bced Poccum pas3BuBaTh HaBBIKM W KOMIIETCHIWH,
BocTpeOoBanHbie B MT-oTpacnu u y3HaBaTh OOJbIIE O BBICOKMX TEXHOJIOTHSIX. 31€Ch THI
MOJXeEIIb Yy3HaTb O O€30MaCHOCTH B CETH IMOHATHBIM M JIOCTYIIHBIM S3bIKOM, a IIpH
BO3HHUKHOBEHUH KPUTUYECKOH CHTyallud OOPATUTHCS 32 COBETOM. A Tak)Ke NPUHATH y4acTHUE B
KOHKYPCax M CTaTh caMbIM LHU(POBBIM IpaxkJaHUHOM!

HNucrpyknms ans odyqaromuxcs 1mo MHGOpManMoHHO| 0e3011aCHOCTH

HEJIb351

1. Bceem moapsin coobmiaTh CBOIO 4acTHYIO MHGOpMaLKIO (HacTosue ums, haMuiuio,
TenedoH, azpec, HOMep LIKOJIbI, a Takke Gororpaduu CBOM, CBOEH ceMbl U Apy3ei);

2. OTKpBIBaTh BIIOKEHHBIE (DANIIbl AIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIlIb OTIIPABUTEIS;
3. ['pyOuTh, NpuaMpaThCs, OKa3bIBaTh JaBICHHUE - BECTH c€0sl HEBEXKIIMBO U arpeCcCUBHO;
4. He pacnopsixaiicss neHpramMu TBOEH ceMbH 0€3 pas3pelieHusi CTapliuX - BCEra
CIpalluBail pOAUTENEH;

S. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMH B PEAJIBHOW JKU3HU - IIOCOBETYWCS CO

B3pPOCJIbIM, KOTOPOMY JOBEPACIIb.

OCTOPOZKHO

1. He Bce mummyr mpaBay. Uuraems o cebe Hempasay B WHTepHere - cooOuu 06
3TOM CBOUM POJUTEISM UJIH ONEKYHaM;

2. [Ipurnamarot nepenucriBaThCs, UrPaTh, 0OMEHUBATHCSA - IPOBEPD, HET JIU MIOJIBOXA;

3. He3zakonHnoe konuposanue ¢aitioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBaii B3pociibIM 0 IpodiieMax B CETH - OHU BCETja IOMOT'YT;

S. Hcnonb3yit HacTpoiku O€30MacHOCTH M NPUBATHOCTH, YTOOBI HE MOTEPATH CBOU

AKKAYHTBI B COLICETSX U APYTUX MOpPTAIAX.

MO’KHO

1. YBakail Ipyrux nojab30BaTeNeH;

2. [Tonw3yembess MHTEpHET-UCTOUHUKOM - i€NIall CCBIIIKY Ha HETO;

3. OTKpBIBaii TOJBKO TE€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmarbess 3a TOMOLIBIO B3POCIBIM - POJUTENH, ONEKYHbl M aJMUHUCTpAIM

CalTOB BCEr/a MIOMOT'YT;


https://урокцифры.рф/?ysclid=mai1rexbwl922146327

[Tpunoxenue No2
k mpukazy Nel05 ot 07.05.2025 r.

COI'VIACHE
0 CHATHH OTBeTCTBeHHOCTH ¢ pykoBoaurTenass MBOY «Jlarsimosckas COILD» B caydae
NPeI0CTABJICHUS POAUTENSIMH (3AKOHHBIMH NPEICTABUTENSIMU) pPedeHKY MepCOHAJbHBIX
YCTPONCTB, HMEIIMX BO3MOKHOCTH BbIX0a B ceTh «MHTepHeT», NpH MNOCEIIEHUH
o0pa3oBaTe/IbHOI OpPraHU3anNuU

A,

(1.0,

SIBIISISICH POJIUTENIEM (3aKOHHBIM TPEACTaBUTEIIEM ),

(®.1.0. pebeHka, 1ata posKICHNMS)

JIal0 COIJIACHE O CHATHUU OTBETCTBEHHOCTH C PYKOBOAMTENS 00pa30oBaTebHON OpraHu3aluy,
pEATM3YIONIETO MEPONPHSITHS, HAINPABJICHHBIC HA 3alIUTy JETeH OT BUAOB HH(OpMammw,
pacnpocTpaHsieMoil mocpeAcTBOM ceTu «MHTepHeT», MPUUMHAIONIEH Bpe]] 310POBbIO U (MJIH)
pa3BUTHIO JeTed, a TaKke HE COOTBETCTBYIOLIEH 3agadaM o00pa3oBaHHWs, B clydae
MPEAOCTABIICHUS] CBOEMY pEOEHKY TMEepPCOHAIBHBIX YCTPOWCTB, HMMEIOIIUX BO3MOXHOCTH

BbIXoJ1a B ceTh «uTepueT», npu nocemenun MbOY «Jlateimosckas COL

«_» 20 T.

(()5(0) MHOIINCH
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